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A Portscan Detection Method Based on Dempster- Shafer Theory of Evidence
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Abstract:  Portscan is used to figwe out whether the targel system’ s ports are open by trying to access these ports. It is usir
ally the fist step of a sequence of intrusion actions. Poitscan detection is an indispensable part of an ntrusion detection system. How-
ever, there are only a few poitscan detection methods nowadays. Moreover, they are not very accurate. In order to impmw ve the accur
racy of portscan detection, the data produced by two portscan detection methods is fused using Dempster Shafer theory of evidence.
One method is the ports didribution based portscan detection, which is very simple and has a pretty high detection ratio. The other is
the sequential hypothesis testing based detection method, which sufficiently exploits the portscan’ s essential character. The experr
ment shows that the portscan detection method based on Dempster Shafer theory of evidence isfar more accurate than the one base
on ports distribution or sequential hypothesis testing.
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